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DETAILED ACTION 

1. Claims 1 through 21 are presented for examination. 

Claim Rejections - 35 USC §102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1 through 21 are rejected under 35 U.S.C. 102(e) as being anticipated by U.S. 
Patent No. 6,253,322 to Susaki et al., hereinafter Susaki. 

4. As per claims 1 , 6, and 1 1 , Susaki teaches a method comprising: 

writing a party's authenticating information and a first digital certificate issuing 
authority's authenticating information in an electronic document (Figures 1 [blocks 122, 154, 
160], 9a [block 1000a], 9b [block 1000b], 15 [blocks 2700, 2701]; column 2, line 57 to column 
3, line 10; column 4, lines 33-57); 

signing the electronic document to obtain a once signed electronic document (Figures 1 
[blocks 161, 162], 9a [block 1001a], 9b [block 1001b], 15; column 2, line 57 to column 3, line 
10; column 8, line 62 to column 9, line 19; column 12, lines 45-60); and 

transmitting the once signed electronic document to a second digital certificate issuing 
authority to obtain a twice signed electronic document (Figures 1 [blocks 151, 152, 180], 9c 
[blocks 1001a, 1001b, 1001c]; column 2, line 57 to column 3, line 10; column 13, lines 1 1-52). 
The first signing is drawn to the self-certificate performed at a user's station and the transmitting 
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to the certificate authority (block 170 in Figure 1) is where the second signature is obtained for 
the twice-signed electronic document. A further, more in depth, textbook explanation is given 
on pages 34 through 41 of Applied Cryptography Second Edition by Bruce Schneier. 

5. Regarding claims 2, 7, and 12, Susaki teaches wherein signing the electronic document to 
obtain a once signed electronic document comprises: 

obtaining a hash value using contents of the electronic document as input to a hash 
algorithm (Figures 6 [blocks 702, 704, 706], 10 [blocks 1105, 1106], 15; column 10, lines 35-58; 
column 14, lines 1-38; column 19, lines 19-42); 

encrypting the hash value using the first digital certificate issuing authority's private key 
(Figures 6 [block 706], 15; column 10, lines 35-58; column 14, lines 1-38; column 19, lines 19- 
42); and 

storing the encrypted hash value in the electronic document (Figure 15 [block 2703]; 
column 19, lines 19-42). 

6. Regarding claims 3, 8 and 13, Susaki teaches wherein obtaining a twice signed electronic 
document comprises at least one of 

the second digital certificate issuing authority inserting its authenticating information in 
the once signed electronic document (column 10, lines 47-58; column 12, lines 45-60), 

obtaining a hash value using contents of the electronic document as input to a hash 
algorithm (Figures 6 [blocks 702, 704, 706], 10 [blocks 1 105, 1 106], 15; column 10, lines 35-58; 
column 14, lines 1-38; column 19, lines 19-42), 
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encrypting the hash value using the second digital certificate issuing authority's private 
key, including the encrypted hash value in the electronic document (Figures 6 [blocks 702, 704, 
706], 10 [blocks 1105, 1106], 15; column 10, lines 35-58; column 14, lines 1-38; column 19, 
lines 19-42), and 

transmitting the twice signed electronic document (column 13, lines 52-61). 

7. With regards to claims 4, 9, and 14, Susaki teaches wherein obtaining a hash value using 
contents of the electronic document as input to a hash algorithm comprises at least one of: 

using the party's authenticating information (column 8, line 62 to column 9, line 19), 

using the first digital certificate issuing authority's authenticating information (column 8, 
line 62 to column 9, line 19), 

using the digital signature of the first digital certificate issuing authority (column 8, line 
62 to column 9, line 19), and 

using the second digital certificate issuing authority's authenticating information as input 
to a hash algorithm (column 8, line 62 to column 9, line 19). 

8. Regarding claims 5, 10, and 15, Susaki teaches wherein writing a party's authenticating 
information and a first digital certificate issuing authority's authenticating information in an 
electronic document comprises receiving the party's authenticating information via a secure 
connection (column 10, lines 34-58; column 11, lines 16-40). 



9. As per claims 16, 18, and 20, Susaki teaches a method comprising: 
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receiving a once signed electronic document (Figures 1 [blocks 151, 152, 180], 9c 
[blocks 1001a, 1001b, 1001c]; column 2, line 57 to column 3, line 10; column 13, lines 11-52); 

writing a digital certificate issuing authority's authenticating information in the once 
signed electronic document (column 10, lines 47-58; column 12, lines 45-60); 

signing the once signed electronic document to form a twice signed electronic document 
(Figures 1 [blocks 151, 152, 180], 9c [blocks 1001a, 1001b, 1001c]; column 2, line 57 to column 
3, line 10; column 10, lines 47-58; column 12, lines 45-60; column 13, lines 11-52); and 

transmitting the twice signed electronic document (column 13, lines 52-61). The 
receiving the first signed document is drawn to the certificate authority receiving the self- 
certificate performed at a user's station (block 170 in Figure 1). The certificate authority is 
where the second signature is obtained for the twice-signed electronic document. A further, 
more in depth, textbook explanation is given on pages 34 through 41 of Applied Cryptography 
Second Edition by Bruce Schneier. 

10. Regarding claims 17, 19, and 21, Susaki teaches wherein signing the once signed 
electronic document to form a twice signed electronic document comprises: 

obtaining a hash value using contents of the once signed electronic document and using 
the digital certificate issuing authority's authenticating information as input to a hash algorithm 
(Figures 6 [blocks 702, 704, 706], 10 [blocks 1105, 1106], 15; column 10, lines 35-58; column 
14, lines 1-38; column 19, lines 19-42); 
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encrypting the hash value using the digital certificate issuing authority's private key 
(Figures 6 [block 706], 15; column 10, lines 35-58; column 14, lines 1-38; column 19, lines 19- 
42); and 

writing the encrypted hash value in the electronic document (Figure 15 [block 2703]; 
column 19, lines 19-42). 



1 1 . The nonstatutory double patenting rejection is based on a judicially created doctrine 
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 
harassment by multiple assignees. See In re Goodman, 1 1 F.3d 1046, 29 USPQ2d 2010 (Fed. 
Cir. 1993); In re LongU 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 
1970); and, In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

12. A timely filed terminal disclaimer in compliance with 37 CFR 1 .321(c) may be used to 
overcome an actual or provisional rejection based on a nonstatutory double patenting ground 
provided the conflicting application or patent is shown to be commonly owned with this 
application. See 37 CFR 1.130(b). 

13. Effective January 1, 1994, a registered attorney or agent of record may sign a terminal 
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 

CFR 3.73(b). 

14. Claims 1 through 21 are provisionally rejected under the judicially created doctrine of 
double patenting over claims 1, 4 through 8, 1 1 through 13, 16 through 19, 22, 23, 26, 27, and 30 



Double Patenting 
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of copending Application No. 09/945,913. This is a provisional double patenting rejection since 
the conflicting claims have not yet been patented. 

15. The subject matter claimed in the instant application is fully disclosed in the referenced 
copending application and would be covered by any patent granted on that copending application 
since the referenced copending application and the instant application are claiming common 
subject matter, as follows: 

A method comprising: 

writing a party's authenticating information and a first certificate issuing authority's 
authenticating information in an electronic document; 

signing the electronic document to obtain a once signed electronic document; 

transmitting the once signed electronic document to a second digital certificate issuing 
authority to obtain a twice signed electronic document. 

16. Furthermore, there is no apparent reason why applicant would be prevented from 
presenting claims corresponding to those of the instant application in the other copending 
application. See In re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968). See also MPEP 
§ 804. 

Conclusion 

17. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

18. The following patents are cited to further show the state of the art with respect to 
certificate chaining, such as: 
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United States Patent No. 5,422,953 to Fischer, which is cited to show a method for 
inserting two certificates to ensure the validity of data. 

United States Patent No. 6,615,350 to Schell et al., which is cited to show executable 
modules with several digital signatures in order to validate the data is correct. 

United States Patent No. 5,497,422 to Tysen et al, which is cited to show ensuring 
messages by including a chain of certificates. 

United States Patent No. 6,138,235 to Lipkin et al., which is cited to show code modules 
verified using digital certificates. 

United States Patent No. 6,134,327 to Van Oorschot, which is cited to show a 
communications system with multiple certificate authorities for validating transmitted data. 

United States Patent No. 6,370,249 to Van Oorschot, which is cited to show a 
communications system with multiple certificate authorities for validating transmitted data. 

United States Patent No. 6,219,423 to Davis, which is cited to show a commonly 
assigned patent that illustrates a twice-signed document. 

United States Patent No. 6,253,323 to Cox et al., which is cited to show a commonly 
assigned patent that illustrates a twice-signed document. 

United States Patent No. 5,825,880 to Sudia et al., which is cited to show a method for 
using several certificate authorities to create a signed document. 

United States Patent No. 6,209,091 to Sudia et al, which is cited to show a method for 
using several certificate authorities to create a signed document. 

United States Patent No. 6,367,013 to Bisbee et al., which is cited to show a method for 
inserting two certificates to ensure the validity of data with regards to time. 
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United States Patent No. 5,659,616 to Sudia, which is cited to show a method for using 
digital signatures in a commercial cryptographic system. 

United States Patent No. 5,465,299 to Matsumoto et al, which is cited to show an 
electronic document processing system. 

19. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (703) 305-7704. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

20. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (703) 305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

2 1 . Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Christian LaForgia 
Patent Examiner 
Art Unit 2131 
Clf 
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